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1. Introduction

1.1. This procedure sets out how WaterBear ensures a consistent and effective approach isin
place for identifying security incidents, determining if they are personal data breaches, and
responding accordingly.

1.2. All security incidents are within the scope of this procedure.

1.3. In accordance with the General Data Protection Regulation (GDPR) and UK GDPR,
collectively referred to as the GDPR within this policy, personal data breaches must be
reported to the Information Commissioner’s Office (ICO) within 72 hours of their detection
(unless the breach does not present a risk to the rights and freedoms of individuals).

1.4. The purpose of this document is to:
e Provide a structure for investigating and reporting security incidents and personal data
breaches.

e Setout duties, processes for reporting, consideration for external organisations,
investigation processes and the systems in place to monitor compliance with the policy.

e Ensure employees and others working for or with WaterBear are aware of what to report.

e Minimise the human, organisational and financial impacts of security incidents and
breaches through effective management.

e This policy applies to a range of individuals, including employees, contractors, and other
relevant personnel who are associated with the organisation, collectively referred to as
“employees” throughout this policy.

2. Roles & Responsibilities

2.1. This procedure applies to all employees.

2.2. The table below outlines the roles and responsibilities within the Data Breach Procedure:
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Who Responsibility
Allemployees All employees are responsible for recognising a security

incident and reporting it immediately to
DPO@waterbear.org.uk

GDPR Steering Committee (GDPRSC) | The GDPRSC are responsible for appropriately assigning
reported breaches or incidents to the relevant people and

ensuring that the relevant people are engaged in the
investigation process, including appointing a Lead
Investigator.

The members are responsible for reviewing systems and
procedures following a personal data breach and
recommending corrective action.

Lead Investigator (LI) The Ll is responsible for investigating the security incident
or personal data breach and taking appropriate action,
including liaising with other staff as necessary.

The LI may be the manager responsible for the
department where a breach has occurred.

The investigator is responsible for the investigation and
the completion of the Data Breach Form, which is on
SharePoint site - WaterBear Company Resources.

Data Protection Officer (DPO) The DPO is responsible for monitoring that all employees
are trained in their responsibilities concerning security
incidents and data breaches.

The DPO will determine whether a security incidentis a
personal data breach, advise the Lland liaise with the ICO
as necessary.

Senior Information Risk Owner (SIRO) | The SIRO takes ownership for the organisation’s overall

information risk.

3. Definitions and Guidance

3.1. A‘security incident’ means a suspected, attempted, successful, orimminent threat of
unauthorised access, use, disclosure, breach, modification, or destruction of information;
interference with information technology operations; or significant violation of responsible
use policy. It includes any event that leads an employee or other worker to be concerned that
a personal data breach has occurred, might have occurred or might be about to occur.

3.2. A ‘personal data breach’ means a breach of security leading to the accidental or unlawful
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destruction, loss, alteration, unauthorised disclosure of, or access to, personal data
transmitted, stored or otherwise processed. This includes breaches that are the result of
both accidental and deliberate causes. Personal data breaches include, but are not
restricted to, the following:

e Loss or theft of confidential or sensitive data or equipment on which such data are stored
(e.g. loss of laptop, iPad/tablet device, mobile device or paper records);
e Equipment theft or failure;

e Unauthorised disclosure of personal data as a result of deception, social engineering,
phishing, etc;

e Unauthorised use of, access to, or modification of, data or information systems;

e Attempts (failed or successful) to gain unauthorised access to information or IT
system(s);

e Unauthorised disclosure of sensitive/confidential data;
o \Website defacement;
e Hacking attack;

e Unforeseen circumstances such as a fire or flood; leading to unavailability of systems
processing personal data;

e Human error;
e Sharing personal data without a data sharing agreement;

e Processing data by a processor without a legally binding contract in place.

4. Procedures

4.1. Security Incident Reporting. Anyone detecting or suspecting a data breach must immediately
report it to DPO@waterbear.org.uk with the details of the incident while the circumstances
are fresh and evidence is still available. The email must outline:

e The date of the breach;

e The suspected breach;

o What has happened;

e What has happened since (if anything).

4.2. Subsequent to 4.1 above, the Lead Investigator will:

e Complete Stage 1 of the Data Breach Form (available on the SharePoint site - SMT, Data
Protection).

e Determine if the breach is still occurring, and if so, take immediate steps to minimise the
effect of the breach.

e Ensure that any employee(s) involved in incidents are supported appropriately, including
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liaising with IT where there is a technical breach.

e Undertake arisk assessment to establish the impact and harm of the breach and act
accordingly.

4.3. If the circumstances surrounding a security incident or personal data breach lead the Lead
Investigator to believe that disciplinary action may be appropriate, the SIRO must be
informed, and the investigation may be conducted in accordance with WaterBear’s
disciplinary procedures.

4.4. If the security incident or personal data breach is thought to be a criminal act or involve a
criminal act (such as theft of equipment or data) the LI must inform the police.

4.5. The Lead Investigator will also:
e Review action taken to date and implement appropriate action to isolate any systems or
information.
e Inform the Data Protection Officer about the incident.

e Review the incident report and check any inconsistences or lack of detail with the
individual who reported the security incident or personal data breach.

e Record the incident in the Data Breach Log.

e Establish whether there is anything further that can be done to recover any losses and
limit the damage the security incident.

e |Implement correct or remedial action to restore the information to its pre-incident state.
4.6. The GDPR Steering Committee will:

e Consider the facts, engage with assessment of the risks, and determine if the security
incident constitutes a personal data breach.

e Seek support from the DPO, if applicable, when communicating with other regulatory
authorities.

4.7. Where the incident is a personal data breach then the DPO and/or LI must notify the
Information Commissioner’s Office (ICO) as soon as possible and within 72 hours of the
detection of the breach either by phoning the ICO breach notification support line or by
completing the online breach notification form.

4.8. If the personal data breach is likely to cause a high risk to the rights and freedoms of
individuals the DPO must support to make arrangements to communicate the personal data
breach to the affected individuals without undue delay either through direct communication
orvia a public communication if it would involve disproportionate effort to communicate with
each affected individual. The public communication must be at least as effective as direct
communication.

4.9. Where WaterBear acts as a data processor, the Lead Investigator must report the personal
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data breach to any affected data controller(s) or joint data controller(s) without delay
providing the controller(s) with all the details of the breach. A confirmation of receipt of this
information should be received by email and telephone call.

5. Evaluating the Severity

5.1. To assess the severity of the security incident/data breach the Lead Investigator must use the
following formula:

(CONTEXT x EASE OF IDENTIFICATION) + CIRCUMSTANCES OF BREACH = SEVERITY

Where:

e Contextis a combination of the type of breached data, together with factors linked to the
overall context of processing.

e Ease of identification reflects how easily the identity of the data subjects can be
determined from the personal data involved in the breach by an unauthorised party.

e Circumstances of breach represent the specific circumstances of the breach that are
related to the type of breach, including mainly the loss of security of the breached data,
as well as any involved malicious intent.

5.2. The Lead Investigator must commence Stage 2 of the DP Breach Form where the above
formula is required to be completed.

5.3. Context. This evaluates the criticality of a given data set in a specific processing context, and
must be represented with a value of 1, 2 or 3 depending on the category of the personal data
involved in the data breach.

Context Score | Types of personal data

1 only non-sensitive categories of personal data such as hames, surnames, email
addresses etc.

2 only involves non-sensitive categories of personal data, but the data could be
used to understand the profile of the affected data subjects (for example, if the
data breach contains information from which assumptions can be

made about data subjects’ financial status).

3 involves special categories of personal data (such as data concerning health,
genetic data, religious or philosophical beliefs etc.) or data concerning
criminal convictions.

5.4. Ease of Identification. This reflects how easily the identity of the data subjects can be
determined from the personal data involved in the breach by an unauthorised party and must
have a value of 1 or 2 depending on the type of encryption used to protect the personal data.
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Ease of Identification Considerations
Score
1 the personal data involved in the data breach is protected using
industry approved encryption making it difficult to identify a data
subject.
2 the personal data involved in the data breach is in plain text format

and can be matched specifically to a data subject (for example, the
personal data involved in the data breach consists of name, surname,
address, National Insurance number and

email address).

5.5. Circumstances of Breach. This addresses the specific circumstances of the breach, which

are related to the type of breach, including mainly the loss of security of the breached data,

as well as any involved malicious intent and must be quantified so as to add to the severity of

a specific breach in particular situations.

5.5.1. The table below lists detailed descriptions of each Circumstance of Breach and
provides some examples. When calculating the severity of the data breach, you must

take only one of these circumstances into account for each data breach.

Description Circumstance |Examples
of Breach
Score
Personal data are leakedto |1 Emails containing personal data are sentto some
some known unauthorised known receivers who should not receive the
receivers emails, orincorrect permission setting enables
some unauthorised users to access personal
data of others.
Personal data are leakedto |2 Personal data are incorrectly uploaded to public

some unknown receivers

web pages, or incorrect configuration enables an
arbitrary unauthorised user to access all
personal data on the website.

Personal data are changed
and incorrectly or unlawfully
used, affecting data
subjects; however, the
changed data can be
restored.

Some account passwords stored in the system

are changed. As a result, the affected accounts
cannot be logged into normally within a specific
period of time. However, the changed data can

be restored.
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Personal data are changed |2

and incorrectly or unlawfully
used, affecting data
subjects. The changed data

cannot be logged into

Some account passwords stored in the system
are changed, and the changed data cannot be
restored. As a result, the affected accounts

cannot be anymore.
restored.
Personal data cannot be 1 Due to the mistakes of maintenance personnel,

accessed, but the data can
be restored.

through other databases.

the accounts of online service users are lost.
However, the accounts can be re-created

Personal data cannot be 2

accessed or restored

provided by the users.

The database of a forum is damaged, and all
stored forum user activities are lost.
The lost data has no backup and cannot be re-

Personal data breaches are |2

caused by malicious
behaviour that adversely
affects data subjects.

Employees share personal data on external

websites, or employees sell the personal data to
third parties, or hackers break into the corporate
IT system and steal personal data.

5.6. After calculating the severity of the breach, you must consult the table below to determine
WaterBear’s notification obligations.

Severity

Impact upon
the affected
data subjects

Possible consequences for the
data subjects

Notification
obligations

Equalto/less than 3

Not likely to
result in risk

Data subjects either will not be
affected or may encounter a few
inconveniences, which they will
overcome without any problem
(time spent re- entering
information, annoyances,
irritations etc.).

The security
incident/breach is
NOT reportable.

Equalto 4

Likely to result
in risk

overcome despite a few
difficulties (extra costs, denial of
access to business services, fear,
lack of understanding, stress,
minor physical ailments etc.).

This is a data breach
that should be
considered on a case-
by-case basis. If a risk
is likely, WaterBear
should inform the
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ICO.

Equal to/greater than 5 | Highly likely to
resultin risk

Data subjects may encounter
significant, or even irreversible
consequences, which may prove
difficult or impossible to
overcome (misappropriation of
funds, blacklisting by banks,
property damage, loss of
employment, subpoena,
worsening of health, financial
distress such as substantial debt
or inability to work, long-term
psychological or

physical ailments, death etc.).

This is a data breach
and must be reported
to the ICO and the
data subjects

6. Notifying the Supervisory Authority

6.1. The following information must be provided to the ICO within 72 hours of becoming aware of

the breach:

e Adescription of the nature of the breach;

e The categories of personal data affected;

e Approximate number of data subjects affected;

e Approximate number of personal data records affected;

e Contact details of the DPO;

e Consequences of the breach;

o Any measures taken to address the breach;

e Anyinformation relating to the breach.

6.2. Prior to notifying the ICO (and within the 72 hour period) the communication to or the
completion of the ICO’s Data Breach Form must be reviewed and approved by the Lead If it is

not possible to provide all the necessary information to the ICO at the same time the Lead

Investigator must provide the information in phases without undue further delay.

6.3. Any and all communications or evidence which forms part of the breach investigation must

be documented within the organisation’s Data Breach Form and available within the breach

folder in the Data Protection file.

7. Notifying the Data Subject

7.1. The following information must be provided to the data subjects affected by the breach:
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e Nature of the breach
e Recommendations for the individual concerned to mitigate potential adverse effects

e Contact details of the DPO (DPO@waterbear.org.uk)

7.2. The following considerations must be made:
e When informing the data subject of the breach, the language must be plain and clear to
understand.

e Data subjects must be informed no later than the 72-hour time period in order to allow
them to take the necessary precautions to protect themselves following the breach

e Anyand all communications or evidence which forms part of the breach investigation
must be documented within the DP Breach Form and available within the breach folder in
the SharePoint site - WaterBear Company Resources.

8. Monitoring and Review

8.1. The GDPR Steering Committee will review this policy annually and update where and when
appropriate.



